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EXPLOITING EXISTING

INFORMATION THROUGH A VEHICLE
NETWORK TO IDENTIFY FAULTS
& IMPROVE MAINTENANCE
The hard- and software complexity of heavy duty vehicle technology has gradually grown
in order to manage the different subsystems added to vehicles (which happened to cars
years ago). Electro-mechanical-based subsystems, such as the fuelling control, anti-spin
and breaking systems, are now fully based on electronic control units (ECUs) designed
for these specific purposes.
auxiliary functions
such as multi-zone air
conditioning systems,
automatic windscreens and GPS navigation
systems are now extremely popular on high-end
trucks, and all are managed by sophisticated
electronics. These changes offer new perspectives for exploiting the huge amount of data
circulating on the network buses of vehicles.
The ECUs are, in fact, deeply interconnected
via the bus systems in order to reduce the
number of sensors installed in the vehicle and
allow information to be exchanged and shared
by several electronic units, accessing them
through the bus. This architecture then creates
valuable information on the bus that can be
further exploited, namely to infer the status of
various components and subsystems affecting
the reliability and lifetime of the entire vehicle.
The information is divided into three main
categories:
• Vehicle kinematics data (e.g. speed and
acceleration)
• Engine operation parameters (e.g. rpm, water
temperature, throttle valve position)
• Driver control actions (e.g. steering wheel
angle, brake and gas pedal position)

New

MAIN ON-BOARD DATA
NETWORK TYPES
For truck and coach vehicle networks there
are currently two dominant protocols, both
described by SAE specifications: the J1939
and the J1708. In a couple of years these two
protocols will be followed by a new standard
called Autosar[1], by which the basic reasoning applied below will be even better applied
and at last realise its true potential.
The UART-based J1708 protocol supports a
nominal communication speed of 9600b/s.
Its bus mastering scheme allows destructive
collision that forces, in the case of a collision,
retransmission of the message for all the nodes
involved in the bus access. This also occurs
for the one with the highest priority message
to send.
Instead, the CAN-based J1939 protocol offers
a speed of up to 250Kb/s and uses a nondestructive collision, which enables the highest
priority message to be sent with no need for
retransmission.
It follows that the SAE J1708 is suitable
only for data links where timing constraints
don’t affect the functionalities of the ECUs

involved. It is then not designed to connect
ECUs exchanging safety critical signals.
The SAE J1939 protocol is instead suited for
these latter, being fault tolerant, robust and
delivering high performance in terms of speed
and timing compliance, yet at expense of
complexity and cost.
Although some data interpretation and analysis is feasible, even by the lower information
content of the J1708 protocol, it is the access
to a vehicle CAN bus, based on J1939 specifications or customised by OEM, which offers
the greatest potential for data analysis of
diagnostic technologies, in particular.
Reading and decoding messages with no
need for additional sensors and minus the associated problems and costs, allows mathematical
algorithms to be applied for monitoring the
vehicle components to predict incipient faults,
prevent a complete breakdown of the involved
subsystems or an unplanned stop.
Typical components that can be addressed by
these techniques are the alternator, clutch,
hydraulic system, gearshift and others. Two example are briefly described later in this article,
deriving from the long experience of the authors
in diagnostics and on board electronics [2, 3, 4].

IN A COUPLE OF YEARS THESE TWO PROTOCOLS - THE J1939 AND THE J1708 WILL BE FOLLOWED BY A NEW STANDARD CALLED AUTOSAR
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These applications were first studied and
applied to commercial and racing sport cars
(Ferrari) – a pioneering segment in the automotive industry. The experience gained proves
that mass produced, conventional or transport
vehicles can also benefit from these technologies,
even more so in the future.

FAULT DETECTION
METHODS
The term fault describes an unexpected change
in the behaviour of a system that should be
diagnosed as soon as possible to prevent any
serious consequences.
A monitoring system able to detect and isolate such changes is called a fault diagnosis
system, and usually includes the following
tasks, altogether referred to as FDI:
1 - Fault detection (FD): to take a decision or
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to provide probability on whether a fault has
occurred in the system or not
2 - Fault isolation (FI): to locate the fault in
the system if it has occurred
3 - Fault identification: to determine the type
and size of the fault
The so-called analytical redundancy is a
method for obtaining higher availability and
reliability by reducing hardware redundancy[5].
The method is based on implementing a suitable model of the monitored system to simulate
its real behaviour. The output signal provided
by the model is similar to the measured output,
despite some noise and model approximations.
In the case of faults or malfunctioning, the
difference between the real and simulated
output increases. And this difference, referred
to as residual, can be used as a fault symptomatic variable for fault-based detection.
This model-based approach is opposed to the

more common, threshold-based, signal
monitoring strategy, by which only fault
detection is possible when signals exceed
their own thresholds. This latter approach
is not robust enough, since incipient faults
are usually tolerable in the early stages as
long as they do not cause an unacceptable
deterioration of the system performance;
hence the measured signals will not show
abnormal values early enough. This strategy
is often late in detecting failures, as excessively narrow or low thresholds are more
likely to generate false alarms. In other
words, model-based approaches are more
powerful because they use dynamic residual thresholds.
Figure 1 overleaf, compares the real and
simulated oil pressure of a vehicle hydraulic
system: a model-based strategy is able to
detect the difference between the two signals,
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Fig. 1. Example of model-based diagnostic

which occur between 30 and 40 seconds,
just before the pump restarts. This may derive
from leakage of actuators, valves or piping. A
mere threshold strategy could not detect any
faults since the measured signal features
a normal trend and remains within normal
absolute values.

MODELS FOR DIAGNOSTICS
Generally speaking, the models for the above
approach can be divided into two categories:
1 - Transparent box models: based on the phys-

ical laws ruling system interactions. In this case
the physical background of the system and
knowledge of the physical laws governing it
are mandatory
2 - Black box models: signal-based models, i.e.
created by training suitable algorithms (e.g. State
Space, Neural Networks and others) on a subset
of measured input and output signals, and
validating and testing the parameters obtained
with a different subset. These techniques are
used when it is impossible to build a physical,
law-based model because of the complexity of
the system or if the user is not interested

Faulty conditions are detected by analysing
the residual of the model, in particular by monitoring the following characteristics:
1 - Residual threshold trespassing
2 - Residual derivative analysis
The residuals of the model should be randomly
spread, i.e. show a ‘white noise pattern’, with
zero mean and normal distribution. The latter
in a training data set implies that 99.7%
of the model deviations (residuals due to
models errors) should fall within ± 3σ interval
during fault-free operating conditions; σ being
the variance of the residual distribution.
These upper and lower thresholds are used
during diagnosis to check the value and
online statistics of the residuals.
In addition, analysis of the derivative of the
residual filtered signal (see Fig. 2) allows an
advance warning of imminent anomaly onset.
Such a derivative is calculated and compared
to a pre-defined value that can be customised
on a case-to-case basis, using the following
equation:

ƒ' max (3 ) =

3σ
PH

In the above, the Prediction Horizon (PH) is
the time interval during which the residual
trend must be controlled. The maximum
allowed value for the derivative of the residuals ƒ' max (3 ) is the one that would cause the
residual to trespass the thresholds ± 3σ in the
PH time interval.
Fig. 2. Residual trend analysis
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THE METHOD IS BASED
ON IMPLEMENTING A
SUITABLE MODEL
OF THE MONITORED
SYSTEM TO SIMULATE
ITS REAL BEHAVIOUR

Fig. 3. Example of fuzzy logic function for DV
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The residual and its trends can be compared
with a standardised or customised, threedimensional, fuzzy logic function (see Fig. 3),
which defines the system behaviour assessment, referred to as decision validity (DV).
Using this method, a faulty alarm is raised the
closer and/or the faster the absolute value of
any residuals approaches the respective ± 3σ
threshold.
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In practice, in order to avoid false alarms,
fault detection is considered only if both
the above parameters are close to 1. Both
validities are calculated by the “consistency
check” block as illustrated below.

IMPLEMENTATION OF FAULT
DETECTION SYSTEMS
Model-based diagnostics applications can be
implemented on different platforms, e.g.:
• Custom design hardware
• Commercial embedded hardware
• Ultra-mobile PCs
• Personal digital assistants (PDA)
The choice of the most suitable platform is
based on the functionalities to be implemented in the diagnostic application (which
defines the hardware and software requirements), and on the market size, which affects
the payback of the engineering phase.
Fig. 4. Examples of diagnostic platforms

TEST EXAMPLE AND
RESULTS
The diagnostic model generates the ‘judgement’ symptom on the system status, which
features two quantities:
1 - Decision validity: a normalised quantity on the
system operating condition (0 normal – 1 faulty)

2 - Model validity: a normalised quantity
that gives the reliability of the identified model
(0 not valid – 1 fully valid), defined to manage
possible operating conditions not significantly
represented in the training phase statistics

The following examples are applications
developed for sport cars that could also be of
interest for commercial and public transport
vehicles. The first was developed to diagnose

Typical model-based diagnostic layout
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a vehicle alternator, providing the current
generated as a function of its instantaneous
operating conditions (rpm and voltage).

Fig. 5. Alternator slipping transmission fault

Figure 5 shows the onset of a faulty current
caused by a slipping transmission belt at three
seconds; hence the drift of the alternator
verses the driving engine. The difference
between the faulty condition and the normal
behaviour is obvious, yet the current remains
within an operating range.
Figure 6 overleaf was obtained by using
the same model with experimental data modified
by fault simulation, injected as an added signal.
In particular it shows the effect of a current loss
increasing from 0 to 30% in the 95 – 295 second
time interval. It is worth noting that the failure
was detectable at least 100s before it actually
occurred, which could be sufficient for fallback
strategies should this component or its loss
consequences prove critical.

TEMSA AVENUE DESIGNED FOR CITIES

T

EMSA deisgned the Avenue to be capable of performing under the highest
demands whether it is for travel within
the city centre or out to the suburbs. This stylish new city bus maximises comfort, efficiency,
and usability to make it the ideal choice for
urban travel.
The TEMSA Avenue is 12,00 m long , 2,55 m
wide and 3,00 m high. It comes in two versions:
a fully low floor execution and a low entry. The
Temsa Avenue has 2 or 3 wide double doors
and can be powered by a DAF with 9,2 L diesel
engine or a 6,7 L Cummins engine, allowing the
full range of Euro 4, Euro 5 and E.E.V emission
standards. The use of many composite materials
positions the Avenue as one of the lightest in its
category favouring the efficiency of the vehicle.
Yet the passenger capacity is one of the first.
The total capacity goes up to 97 passengers.

“We have integrated most of the highest technology available inside the TEMSA Avenue in
order to offer cities an efficient mobility solution”,
says Timucin Bayraktar, General Manager of
Temsa R&D Technology A.S.

The TEMSA Avenue is inspired by the gracious
lines and green atmosphere of broad lanes
that make cities proud. It offers a broad view
and maximum seating comfort.

The first Avenue Low Floor, exhibited on the
Temsa stand at IAA Hannover, was handed over
to Mr. Olivera from Arriva Portugal. The vehicle
was delivered to Portugal in January 2009.
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Furthermore, the first deliveries for the United
Kingdom are expected in the course of the second
semester of 2009
More information on the TEMSA Avenue on
www.temsaavenue.com

TEMSA Europe N.V.
Dellingstraat 32 • 2800 Mechelen • Belgium
Contact, Louis Kern: Louis.kern@temsaglobal.com
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The second example is based on data gathered from prototype cars
following endurance tests. They were driven under different road-traffic
conditions (urban, extra-urban and test tracks); some of them had real
engine breakdown caused by lube oil or cooling water system faults.
Figure 7 illustrates the effectiveness of early detecting of potentially
severe losses by the cooling system. In fact there is a clear change in
the residual distribution shape, from normal (Fig. 7A) to faulty
behaviour (Fig. 7B). After the repair (thermostat valve replaced), the
residual regains a shape similar to the one prior to the fault.
Other examples include:
• Gearshift classification and synchroniser diagnostics
• Sensor-less tyre deflation detection
• Sensor-less tyre temperature estimate
• Analysis of instantaneous fuel consumption improving driving
performance, fuel saving and emissions
• Driver behaviour and anomalous driving pattern detection

CONCLUSIONS

Fig. 6. Example of normal and faulty alternator functioning

Different methods can be applied to detect incipient faults and prevent
a system form breaking down completely or suffering an unplanned stop.
The methods illustrated above were tailored to the automotive field but
are general; they can be applied more broadly to the transport and
other industrial sectors.

Fig. 7. Residual distribution for water cooling system under different working conditions
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In particular, on-board, real-time diagnostics
can exploit the signals already passing
through a vehicle network bus and produce
‘symptoms’ used to assess the status of the
system or component as either ‘normal’, with
‘incipient anomalies’ or ‘faulty’.
Predictive diagnostics, i.e. prognosis, can be
managed and used to warn users, undertake
or plan appropriate actions, e.g. limiting
performances, and avoid full loss of the
system while in use. With the latest technology, based on wide production, ultra-mobile
PCs or PDAs, these functionalities apply to a
broader range of applications sensitive to implementation cost.
With the ever increasing amount of data flowing through vehicle networks, it is vital to
avoid useless sensor redundancies and make
the best use of the great value of these data.
The technologies described can be applied with
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true portability; standardised platforms for
model development, identification, validation,
testing and automatic slim and robust code
generation are available and gradually being
accepted by the industry. This means that
applications can be allocated to any hardware
in the vehicle system, even extremely late in
the design process, depending on where
CPU power and memory are available. These
applications do not rely on massive amounts
of I/O close to the application carrier, but are
actually using what already exists in the
vehicle. This approach fits neatly with Autosar
philosophy, which is being developed and is a
strong candidate for the new standard in the
next decade
Attilio Brighenti, Diego Fraccaro
Jacopo Biancat & Joachim Fritzson
S.A.T.E. – Systems and Advanced
Technologies Engineering
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