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n the hydrocarbon
production chain
sector, a large
number of sensors
measure relevant parameters in the field process.
This data is continuously acquired, monitored
and stored in databases for further analysis and
investigation in case of critical events (e.g. faults
and unscheduled shutdowns) or new (possibly
anomalous) working conditions of the plant
subsystems or components.
The detection of an anomalous behaviour and
its possible causes by visual analysis of the acquired
raw data is an extremely demanding task for field
engineers, given the large amount of data and the
possibly hidden cause-effect relations among
subsystems parameters.
Many different anomaly detection techniques
have been developed, some of which are also
applied in field to automatically identify novel
behaviour in the process parameters; the different
techniques depend on the level of a priori
knowledge available from the field engineers.
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The simplest and most common technique is a
threshold-based method, which consists of checking
measurable variables for upward or downward transgression
of fixed limits.1,2,3 The major drawback of this technique is the
need to set wide threshold limits to avoid false alarms, with
the consequence that only sudden or long-lasting gradually
increasing faults can be detected.4
Where more a priori knowledge on the process normal
behaviour is available, model-based diagnostics is preferred
to other approaches. The normal behaviour model of the
process is used as a reference for comparison of the observed
process behaviour. It is therefore more reliable than the
threshold-based approach, because it is possible to detect
small differences between simulated and measured signals.
For example, Figure 1 compares the real and simulated oil
pressure of a vehicle hydraulic system. A model-based
strategy is able to detect the difference between the two
signals, which occurs between 30 and 40 sec., just before the
pump restarts. This may derive from leakage of actuators,
valves or piping. In comparison, a threshold strategy could

Figure 1. Example of model-based diagnostics.

Figure 2. One-step transition probability matrix.

not detect any faults, since the measured signal features a
normal trend and remains within normal absolute values.
Nevertheless, the generation of a normal behaviour
model of the process by field engineers is not always a
feasible task; moreover, the changes that are often made to
the plant during its life would require an update of either the
normal model parameters or the model itself. Although
methods and algorithms to allow online identification of
some parameters exist, this model-based approach must be
properly preconfigured by process or machinery engineers
during the plant design and commissioning phase. It must
also focus on specific units or subsystems to have the
necessary accuracy, promptness and, ultimately, usefulness.
A unified approach, independent from a priori knowledge of
‘normal behaviour’, is useful, especially when a plant
operation has virtually thousands of parameters to monitor.
As an alternative to model-based diagnostics, data-based
diagnostics could be considered in all application fields where
a large amount of data are logged and stored.
Indeed, data – usually logged at sampling time spanning
from milliseconds to minutes – contains the most relevant
steady and dynamic information about the plant status and
behaviour. This knowledge can then be extracted and
presented to field engineers to help identify possible undesired
working conditions and plan maintenance operations. In
addition to this so called ‘patterns identification’ and ‘novelty
detection’, a limited number of rules describing the causeeffect relations associated to the new behaviour could be
developed to complete a probabilistic diagnostic process.
Data-based diagnostics has the main advantage that it does
not require a priori knowledge about the system and the
parameters can be expanded during the plant lifetime, thus
enabling it to capture changes in the plant configuration
automatically, by means of data analysis. In line with these
issues and complementing the range of methods to propose
for each specific context, S.A.T.E. is performing a study and
operational software prototype development under contract
with the European Space Agency-European Space Operations
Centre (Darmstadt, Germany), regarding automatic behaviour
detection and interpretation from low level data sets, such as
telemetry.5
The objective of this study is to develop a system that can
analyse telemetry data and automatically extract knowledge
and alert of new behaviour of the monitored parameters.
Spacecrafts’ flight control engineers can then focus on
specific telemetry data and evaluate the significance of the
different behaviour, to prevent major failures and/or achieve
better performance and extended missions.
The methods discussed in this article have also been
developed and applied to the detection of anomalous
conditions in electrical components.

Knowledge extraction
approach

Figure 3. Representation of parameter states and transitions
where the probabilities of Figure 2 are shown.
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Among the data-based approaches, this article presents an
anomaly detection method derived from a study presented
by Brighenti, C. and Sanz-Bobi, M. A.6, and generalised to deal
with numerical and categorical data.
This method extracts from each parameter data the so
called ‘one-step transition matrix’, which characterises its
dynamic evolution. When applied to categorical data, this
method calculates the probability of transition from one state
to another for each parameter. It does this by calculating the
VOLUME 11, ISSUE 1

transition probabilities on a reference time series of the
parameter as the ratio between the number of occurrences of
a given transition and the whole number of transitions. A
matrix, as shown in Figure 2, is generated associated to the
parameter transitions represented in Figure 3. The probability
shown in position ij of the one-step transition matrix is the
probability that the parameter will move to state j (e.g. A) at
time t+1, given that it is in state i (e.g. B) at time t.
The occurrence of previously unobserved transitions or
significant changes in the values of the transition probabilities
are symptoms of possible new behaviour of the parameter,
which shall be further investigated by engineers, upon
suitable automatic alert.
This technique can also be applied to numerical
parameters, provided that data are previously quantised,
i.e. the continuous values are mapped into discrete values.
A variety of discretisation methods are available, such as
‘equal width’ (which divides the data range into a
user-specified number of intervals each having the same
width) or ‘equal frequency’ (which tries to put the same
number of objects into each interval).7 Alternative methods
are based on clustering techniques such as K-means or
Self-Organising Maps (SOM). SOM is a clustering technique
that maps multi-dimensional data into a low-dimensional
discrete space represented by the number of ‘neurons’ of the
SOM. In the end, the SOM provides a non-uniform
quantisation of data, since this is performed according to their
distribution, i.e. neurons are placed at values that are densely
populated by data and correspond to the quantisation levels.
Figure 4 shows an example of this technique for the
quantisation of a signal by a SOM with four neurons.
Therefore, the novelty detection method proposed here
consists of the following steps:

The quantity considered in this example is a temperature,
but the generality of the approach described applies to any
type of data (e.g. pressures, mass flow rates, commands) of
any LNG, hydrocarbons process or energy production facility.
The temperature data series collected during the normal
system operation is quantised using SOMs. In this case, ten
quantisation levels are used to discretise the continuous
temperature signal and order by increasing value. This
quantised signal is used to calculate the one-step transition
matrix shown in Figure 5, where probabilities of transition
among quantisation levels are shown. Empty cells correspond
to null probability values.
Notice that the one-step transition matrix is almost
diagonal, due to the property of the monitored process of
having slow dynamics. Therefore, transitions between
adjacent quantisation levels are the most probable.

Figure 4. Example of SOMs for signal quantisation.

 The detection of one-step transitions among states
(e.g. obtained by SOMs in case of numerical parameters)
with a probability equal to zero, identifying a dynamic
behaviour that was never observed in the past (including
isolated anomalous conditions).

 The detection of changes in the one-step transition
probability matrix. This enables the detection of
parameter changes that last longer in its time evolution
with respect to the past history (including, for example,
increased presence of missing values and changes in its
main frequency).

Application example

The application example presented in this article shows
the performance of the method described previously for
the detection of the anomalous dynamic behaviour of the
temperature of an electrical component. It will show how
this method can detect changes in the dynamic behaviour of
the monitored temperature that would not be detected by a
threshold-based approach.
This example is taken from a previous contribution by
Brighenti, C. and Sanz-Bobi, M. A.6, in which the one-step
transition matrix approach was developed and applied to
auto-regressive processes, i.e. processes with a memory of
their past history, which is a feature of many physical
processes having slow dynamics. The method described in
this article is a generalisation of the approach described in the
study by Brighenti, C. and Sanz-Bobi, M. A.6 to any type of
signal process, including categorical data.
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Figure 5. One-step transition matrix of the monitored
parameter.

Figure 6. Example of time evolution of a parameter and

representation of the ranges of values in which the signal has
non-zero probability to fall at each time instant, distinguished by
colour corresponding to different quantisation levels.
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The information provided by the one-step transition matrix is
used to evaluate a new temperature data series acquired during
operation.
Figure 6 shows the continuous and the quantised temperature
signals in black lines and the ranges of values in which the
temperature is expected to move at each time instant with
non-zero probability. These ranges correspond to different
quantisation levels, distinguished by colour.
Figure 7 shows the same time evolution of the temperature
signal (black line) and the ranges of values in which the
temperature is expected to move at each time instant (which are
identical to those in Figure 6), here highlighted with different
colours depending on the value of the probability of transition
from the current quantisation level to the other probable ones.
Darker colours (violet) correspond to a higher probability value.
Therefore, if the temperature signal exits the coloured areas in
Figure 6 or Figure 7, then a new or anomalous behaviour is
detected.
In this example, the temperature shows a sharp decrease at
approximately 1390 sec., during which the signal exits the
coloured areas for a few seconds (see Figure 8). This behaviour
corresponds to previously unobserved transitions that can be
symptoms of an incipient fault and that would be better
investigated by engineers.
Notice that this anomalous behaviour would not be detected
by a threshold-based approach because the signal remains within
its expected range. In addition, as also discussed by Brighenti , C.
and Sanz-Bobi, M. A.6, this method can be assimilated to a check
on the signal derivative but with adaptive thresholds, because

each quantisation level is characterised by different allowed
transitions. Therefore, thresholds are different according to the
quantisation level in which the signal falls. Indeed, adaptive
threshold approaches are much more robust than classical fixed
threshold-based approaches.

Conclusion

This article presents an anomaly detection method based on
techniques of knowledge extraction from data, which can be fully
applied to detect anomalous working conditions and prevent
unexpected faults and shutdowns of subsystems of energy
production and fluid process plants, such as in the LNG transport
and production industry.
This method characterises the dynamic behaviour of a system
using a parameter data series collected during the system’s
normal operation. It also detects changes in the signals’ behaviour,
comparing them with respect to their known (or normal)
behaviour, through the analysis of transitions among the
quantisation levels.
One of the main advantages of this method is that it does not
require a priori knowledge of the physical relations or
characteristics of the system. It relies only on the data stored
during the system operation.
In addition, this approach is capable of detecting anomalies
that a fixed threshold-based approach, applied either to the
monitored signal or to its derivatives, may not be able to detect.
Finally, it is worth highlighting that the only parameter to be
set in the proposed approach is the number of quantisation levels
for the discretisation of numerical data. However, this is not a
critical issue, as some automatic optimisation of the number of
quantisation levels can be implemented, depending on the
frequency content of the signals.
In conclusion, this article presented one possible diagnostic
method for the exploitation of valuable information stored into
field process databases. This could help field engineers evaluating
the plant status by highlighting those subsystems that require
further investigation.
Additional analysis, based on correlation techniques, will
allow automatic interpretation of plant behaviour, presenting the
field engineer with a set of possible cause-effect relations that
justify an anomalous behaviour.
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