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or a vast range of scientific and industrial sectors, including the hydrocarbons
production chain sector, there is a need for the acquisition of a great
quantity of data for the monitoring of systems and processes involved.
The identification of a new, or anomalous, observation, and of its possible causes
through mere visualisation of the acquired data, is extremely difficult. To remedy this,
there is a need for a diagnostics system that is able to elaborate acquired data and
automatically identify ‘normal’ observations and any ‘new’ phenomena, as well as
identify unknown relationships among subsystems or processes.
Automatic system diagnosis may be performed using a variety of methods that
are available from the literature. Beside the most common approach based on the use
of thresholds, which check the upward or downward transgression of fixed limits by

REPRINTED FROM JANUARY 2016

LNGINDUSTRY

measurable variables, model-based and data-based
approaches are preferable if a-priori knowledge for the
former, or a large amount of data for the latter, is available.
Indeed, the use of fixed thresholds does not allow both a
robust and effective system to be implemented, since to
avoid false alarms, it is required to set wide threshold limits,
while, to minimise missed alarms, such threshold limits
should be narrowed. Therefore, the use of alternative
methods, such as those based on models or data, are
preferable. The choice between these two approaches
depends on the availability of a-priori knowledge about the
system or process, since the robustness of the model-based
approach depends on how accurate and complete the
mathematical model of the monitored process is. Indeed,
modelling uncertainties, arising from incomplete knowledge
and understanding of the monitored process, are always
present, which will lead to some deviations between the
actual process and its mathematical model, even if there are
no process faults.1 Furthermore, the model-based approach
also requires significant effort in the model definition,
development and implementation, including the task of
knowledge extrapolation and representation by field experts
who must provide the information to be used for the creation
of the model. Therefore, the application of model-based
diagnosis may require resources and time that are sometimes

Figure 1. Knowledge Extraction from Telemetry (KETTY) main
window.

Figure 2. Knowledge extraction by comparison of the

behaviours in two different periods: the reference dataset vs the
comparison dataset.

LNGINDUSTRY REPRINTED FROM JANUARY

2016

unavailable, or are not compatible with the constraints
defined for the system to which diagnostics is applied,
especially in industrial fields.
In order to avoid relying on these mathematical models,
data-based methods may be used if a large amount of data is
available, since they only rely on data information, requiring
little or no a-priori knowledge. Essentially, these methods
make use of historical process data – collected during the
system operation – to generate references (knowledge
extraction) of normal conditions without the need of a
mathematical model of the system.2 References are then
compared with new data. The process of knowledge
extraction from operation data (also called parameters or
signals) can be oriented to system characterisation, novelty
detection or behaviour interpretation. The differences
between these include:
 System characterisation has the sole purpose of
identifying the most significant and reliable quantities
to be used for novelty detection and to synthetise their
expected behaviour.

 Novelty detection includes the system characterisation
applied to a reference dataset, and the detection of
novelties by comparison of the reference dataset with a
comparison dataset.

 Behaviour interpretation has the purpose of providing
greater insight of the process being monitored, including
the detection of relations among different parameters of
the system.
In line with these issues, and complementing the range of
methods that can be proposed for each specific context
(including model-based approaches), S.A.T.E. performed a
study and operational software prototype development
under contract with the European Space Agency (ESA)
European Space Operations Centre (Darmstadt, Germany),
regarding the automatic behaviour detection and
interpretation from low level data sets, such as telemetry.*
The objective of this study was to explore knowledge
extraction techniques and automatic behaviour detection
approaches by developing a software prototype, named
KETTY (Knowledge Extraction from Telemetry)3, which can
analyse telemetry data and automatically extract knowledge
and alert of new (possibly anomalous) behaviour (novelties)
of the monitored parameters (Figure 1).
Thanks to the general character of KETTY, the developed
technology is applicable to a wide set of different applications
other than the space domain. Indeed, the methods developed
are not specific to space applications, and may be used for
the characterisation and analysis of the behaviour of a generic
system through the analysis of the monitored signals.
In particular, hydrocarbons, energy production, chemical,
metal and automotive sectors – in which a large amount of
sensors collect measurements of relevant parameters of the
process or system – can benefit from KETTY. Typically, these
data are continuously acquired, monitored and stored into
databases for further analyses and investigations in case of
critical events (e.g. faults, unscheduled shutdowns), or new
(possibly anomalous) working conditions of the process or
system.

Advanced software

KETTY can analyse thousands of parameters, generating
priority scores according to how different the behaviours of
the parameters in two different time periods are (Figure 2).
The greater the difference, the higher the value of a priority
score, which suggests that the parameter should be further
analysed by field experts (e.g. the flight control engineers)
to investigate whether incipient or developed failures
occurred to a component or part of the systems (e.g. a
satellite). Indeed, the detection of incipient faults before a
complete failure occurs allows for the adoption of proper
countermeasures, which may restrict the effects of the fault,
and prevent them spreading to other parts of the system
and possibly recovering the faulty component or subsystem.
KETTY is based on a set of different methods that allow both
the static and dynamic characterisation of the parameter
behaviour.
The software may be useful to engineers or field experts
in the following ways, without the need for a-priori
knowledge about the system:
 Automatic extraction of synthetic characteristics of the
monitored data (system characterisation).

 Automatic evaluation of the system behaviour by the
identification of subsystems or components with novel
behaviour, ordered by priority score (novelty detection).

 Automatic determination of cause/effect relationships
between parameters of the system that may not be
known a-priori (behaviour interpretation).

Extraction of synthetic characteristics

KETTY performs the automatic extraction of synthetic
information, such as the data type, data values, number of
samples, statistics of sampling times, statistics of data gaps,
time domain, etc.
This preliminary knowledge automatically extracted from
data is useful to characterise the dataset, identify the typical
behaviour of the parameters and eventually select the
preferred analyses to apply. For example, the statistical
information of the parameter sampling times is used during
parameter synchronisation to identify the preferred (default)
interpolation time.

novelties of long duration within a long time interval. For
example, this analysis may be used to compare the parameter
behaviour in two different periods of one month duration.
The short-term analysis compares the system behaviour
in a reference period with the system behaviour observed in
another time period, divided into time windows of fixed
length, aiming at the detection of novelties of short duration
within a long time interval. Each new time window is
evaluated and compared to the reference period. For
example, in the specific case of satellites, this analysis may be
used to evaluate the parameter behaviour in each new orbit of
the satellite compared to the orbits observed in a reference
period. In plant operation, this could be based on typical
cyclical sequences.
These two approaches are implemented by means of a
set of different methods defined by S.A.T.E., which may
perform either static or dynamic analyses, depending on the
type of characteristic that is investigated in the parameter
behaviour.
One important characteristic of KETTY is that the
generated output are not Boolean variables (0 = normal,
1 = novel), but are symptomatic variables ranging from 0 – 1,
which are associated to the degree of novelty in the
parameter behaviour (i.e. the difference in the parameter
behaviour in the two time periods being compared).
Therefore, the values of the symptomatic variables represent
priority scores, which indicate how different the behaviour of
the parameters is in two different time periods.
The greater the symptomatic variable, the higher the
priority score, which suggests that the parameter should be
further analysed by field experts to investigate whether

Evaluation of the system behaviour

The methods for the evaluation of the system behaviour
implemented in the software are based on techniques of
knowledge extraction that are applicable to both numerical
and categorical data.
The detection of novelties may allow new working
conditions in the system to be monitored or associated to
anomalous conditions. It can also help to detect possible
faults and, possibly, prevent complete failures of the system.
These novelties and anomalous conditions are determined by
comparison with a nominal period (reference dataset), which
can be redefined upon decision by the field experts (e.g. the
flight control engineer during the spacecraft mission).
The knowledge extraction methods included in KETTY
allow both long-term and short-term analyses to be
performed (Figure 3).
The long-term analysis compares the system behaviour
over two different time periods aiming at the detection of

Figure 3. Long-term approach vs short-term approach.
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failures occurred to a component or part of the system being
monitored, or to confirm whether the observed changes are
associated to new operating conditions or commands sent to
the system. Therefore, these priority scores allow the
generation of priority lists (i.e. lists of parameters ordered
according to the priority scores, indicating which parameters
should be further analysed first).

In addition, by comparison of the symptomatic variables
with suitable anomaly thresholds, diagnostic decisions may
also be generated, such as Boolean variables.

Determination of cause/effect
relationships

The behaviour interpretation of the system may be performed
through the discovery of cause/effect relations among all
data characterising the system.
KETTY includes two methods sharing the idea that if a
cause/effect relation exists between two parameters, then a
change in one parameter (cause) should produce a change in
the correlated parameter (effect) .
These two methods may be applied to search for
cause/effect relations, either between all pairs of parameter
time series being monitored (numerical or categorical), or
between all pairs of anomalies time series, to identify
correlations between anomalous parameters, which may be
useful to the field experts to identify the possible causes of an
anomaly.

Case study

Figure 4. Long-term novelty analysis – categorical parameter

(top blue plot for the reference behaviour; bottom red plot for the
behaviour being characterised by novelties).

Figure 5. Short-term novelty analysis – numerical parameter

(top blue plot for the reference behaviour; bottom red plot for the
behaviour being characterised by novelties in the first part of the
dataset).
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The case discussed in this article refers to a satellite, for
which the ESA provided the related telemetry data, including
two 3 month periods, referred to as reference dataset and
comparison dataset, as a nominal period and period to be
investigated for novelties, respectively.
The results obtained by using KETTY with such data were
validated by a visual inspection of the behaviour of the
parameters on the top and bottom list of the priority lists (i.e.
characterised by the highest and lowest priority scores, which
are associated to the degree of novelty in the parameter
behaviour, i.e. the difference in the parameter behaviour in the
two time periods being compared). The validation proved the
consistency of the methods implemented in the software
prototype.
Figures 4 and 5 provide examples using the blue colour to
show the behaviour of the parameter in the reference dataset,
and the red colour to show the behaviour of the parameter in
the comparison dataset, which is detected by KETTY as being
characterised by novelties.
The first example is related to a parameter having shown
novelties detected by the long-term analysis, which aims at
the detection of novelties of long duration within a long time
interval. The parameter is categorical, taking the two states
‘on’ and ‘off’. Figure 4 demonstrates the different behaviour of
the parameter in the two datasets.
The second example is related to a parameter having
shown novelties detected by the short-term analysis, which
aims at the detection of novelties of short duration within a
long time interval. The parameter is numerical and, in the case
of Figure 5, it is clear that the behaviour of the parameter is
different (with respect to the reference dataset) in the first
part of the comparison dataset, becoming similar in the last
part. For this analysis, the method foresees the partition of the
time interval of the comparison dataset into short time
windows (e.g. see Figure 6), named periods (e.g. 48 hr) and
the computation for each of the windows of one symptomatic
variable associated to the degree of novelty observed in the
parameter behaviour in that specific window. Therefore, it is
possible to rank the windows and detect the periods in which

the behaviour of the
Table 1. Ranking of short-time windows, named periods, according to the symptomatic variable
parameter differs most
computed for each period.
from the reference one.
Period No.
Period starting date and time
Period ending date and time
Symptomatic variable
Table 1 shows an
extract of the ranking of
9
1 May 2009, 00:00:00
2 May 2009, 23:59:48
0.329
the periods for the
parameter shown in
8
29 April 2009, 00:00:00
30 April 2009, 23:59:48
0.271
Figure 6. The periods
10
3 May 2009, 00:00:00
4 May 2009, 23:59:48
0.255
characterised by the
highest symptomatic
7
27 April 2009, 00:00:00
28 April 2009, 23:59:48
0.252
variables are the 8th, 9th,
th
th
10 and 7 , which are all in
11
5 May 2009, 00:00:00
6 May 2009, 23:59: 48
0.232
the first part of the
12
7 May 2009, 00:00:00
8 May 2009, 23:59:48
0.232
comparison time interval
in which the parameter
26
4 June 2009, 00:00:00
5 June 2009, 23:59:48
0.206
shows the most different
behaviour, with respect to
the one observed in the
reference dataset. On the
other side, the 36th, 37th,
36
24 June 2009, 00:00:00
25 June 2009, 23:59:48
0
38th, 40th and 29th periods
are characterised by a
37
26 June 2009, 00:00:00
27 June 2009, 23:59:48
0
symptomatic variable
equal to 0, meaning that
38
28 June 2009, 00:00:00
29 June 2009, 23:59:48
0
novelties are not detected
40
2 July 2009, 00:00:00
3 July 2009, 23:59:48
0
in the behaviour of the
parameter. Indeed, it is
29
10 June 2009, 00:00:00
11 June 2009, 23:59:48
0
clear from Figure 5 that the
parameter behaviour in the
last part of the comparison
dataset is similar to the one observed in the reference
dataset.
The distribution of the symptomatic variable of each
period for all parameters represents a synthesis of the
overall status of the spacecraft over time and allows the
days that are likely to be characterised by critical events to
be identified. Figure 7 shows the 3D distribution of the
symptomatic variable for the short-term analysis. The plot
shows the distribution of the symptomatic variable into each
time window. It is possible to see that there are some time
periods, highlighted by red circles, in which there is an
increase of the number of parameters, with a given value of
the symptomatic variable, which may indicate periods in
which novel behaviour involving a subsystem or component
Figure 6. Short-term novelty analysis – numerical parameter –
occurred.
windowing for the comparison dataset.
Although the methods were applied to ex-post analysis in
the examples shown, it must be highlighted that, once the
diagnostic algorithms are trained, they can run in real-time
too, allowing online diagnostics.

Application in the LNG
industry

KETTY could be applied in all the three typical phases of
the LNG chain: the production plants (liquefaction process,
storage and carrier loading); ship transport (LNG carrier
propulsion machinery and plant); and the receiving terminals
(regasification process).
For all three of the sections mentioned, telemetry data
related to the status of the plant and of the involved
processes may be used to perform online diagnostics in
order to detect possible new behaviours, which could be
associated to incipient faults occurring in the monitored plant

Figure 7. Distribution of the symptomatic variable for the

short-term analysis for all the parameters with a symptomatic
variable greater than zero.
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or process. The immediate recovery of the faulty component
or system would allow its complete breakdown to be
prevented. In order to consider the periodic effects of
seasons in the liquefaction and regasification processes,
KETTY can be configured with several nominal datasets
characterising the behaviour of the plant in the different
seasons. In this way, it is possible to use several reference
behaviours against which new (possibly faulty) behaviours
can be detected.

Conclusion

The tests and validation using the data provided by the ESA
showed that all of the methods implemented in KETTY are useful
for the characterisation of the behaviour of a complex system
(e.g. a spacecraft, in terms of long-term and short-term periods
applying both a static and dynamic characterisation of the system).
All of the methods implemented for the behaviour
evaluation allow a priority list to be generated, in which
parameters are ordered by degree of novelty detected by the
specific method.
This may be useful to help field experts focus on the
parameters, subsystems or components that show the
highest novelty degree.
Thanks to the general approach adopted for the definition
and implementation of the knowledge extraction techniques,
KETTY is applicable to a wide set of different application
domains, which have the following characteristics:
 Low or basic a-priori knowledge about the system.

 Large amount of data.

S.A.T.E. has already started applying the developed
technology, or parts of it, to other application domains.
For example, one method included in KETTY (for the
dynamic characterisation of a parameter) was improved
and implemented in the form of Simulink® library (a
product by MathWorks Inc.), including blocks that can be
used to build up a Simulink diagnostic model. This model
performs the automatic online characterisation and
novelty detection of a system using no, or basic, a-priori
knowledge about the system and was applied to both
the marine and energy sectors (for the characterisation
and diagnosis of naval and power generation engines)
and to the automotive sectors (for the evaluation of the
status of the engine cooling system).
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